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Abstract:  Steganography is the art and science of communicating in such a way that the presence of a message cannot 

be detected. Itincludes the concealment of information within computer files. This paper considers an information 

theoretic model for steganography with a passive adversary being proposed. This paper considers an information 

theoretic model for steganography with a prime number insertion with being proposed. The adversary‟s task of 

distinguishing between an innocent cover message C and modified message S containing hidden information is 

interpreted as a testing problem. Depending on this evenness, the character is encrypted differently. This paper 

describes how image degradation improve with this technique as well enhance security with proposed prime technique. 
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I. INTRODUCTION 

Today networks are seriously threatened by network 

attacks. Cryptography may be used at different levels of a 

security model. This paper presents an approach of ASCII 

based cryptography with LSB based image stenography 

for security purpose of data transaction in the network and 

the internet. Here, encryption is applied to the even or odd 

ASCII value of the character which represents the data. A 

character in the plain text is always changed to the ASCII 

value and adding a key value with it gets back the cipher 

text. This value is then converted to the equivalent binary 

number. Substitute these bits in the LSB position in each 

pixel which describes the image. The receiver collects 

these bits from the image and converting them in 

equivalent decimal number which is the cipher text and 

subtracting the key value from it, we get the ASCII value 

of the plain text.  

Converting this ASCII value to the equivalent character 

representation, we get the original text. A cryptanalyst can 

normally find the key but in this approach a combination 

of two prime numbers is used for encryption. 
 

Basic Block Diagram 

 
                       Figure 1. Image Steganography 
 

A. Steganography  

Steganography is the art and science of hiding information 

by embedding messages within other, seemingly harmless 

messages. Steganography means “covered writing” in 

Greek. As the goal of steganography is to hide the  

 

presence of a message and to create a covert channel, it 

can be seen as the complement of cryptography, whose 

goal is to hide the content of a message. The object may be 

an image, audio, video or text only.  
 

1) Image Steganography  

Image steganography technique can be divided into two 

groups: those in the Image domain and those in the 

Transform Domain . Image domain technique embed 

message in the intensity of the pixels directly, while for 

transform domain, images are first transformed and then 

the message is embedded in the image .  
 

Steganography is a two-step process: 

Step 1) Creating a stego image which is a combination of 

message and carrier 

Step 2) Extracting the message image from the stego 

image. 
 

Variations are in the techniques that are used to generate 

the stego image using the carrier and the message image. 

[21] On the sender side, a Cover image is selected and 

then message is hidden using a secret key and message 

embedding algorithm. Secret key is basically used to find 

out the pseudorandom pixel locations where the data will 

be hidden. Secret key is to be shared between sender and 

receiver. Thus, it works as password such that even if 

someone breaks the algorithm then also the message can‟t 

be extracted until he/she knows the secret key. Stego 

image is obtained as output (as shown in Figure ). 

 
Figure   2:  Image Steganography : Message Extract 
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On the receiver side, Stego image is taken as input and by 

using the same secret key and message 

retrieval algorithm, message is extracted 

(as shown in Figure 3). 

 
 

II. EXISTING TECHNIQUES & MODEL 
 

B. LSB (Least Significant Bit) method  

It is one of the most common and easiest methods for 

message hiding. In this method, message is hidden in the 

least significant bits of image pixels .Changing the LSB of 

the pixels does not introduce much difference in the image 

and thus the stego image looks similar to the original 

image. In case of 24-bit images three bits of pixel can used 

for LSB substitution as each pixel has separate 

components for red, green and blue.  
 

Advantages: 

1.) Simplest and easiest to implement. 

2.) Chances of message insertion are 100%. 
 

Drawbacks: 

1.) Not vulnerable to different attacks. 

2.) Intruder can easily guess and change the LSB‟s of the 

image pixels, thus original message gets destroyed. 

3.) Causes some distortion in the original image 

4.) Scaling, rotation, cropping, addition of noise, or lossy 

compression to the stego-image will destroy the message 
 

C. Masking and Filtering  

 Basically, this method is used for 24-bit and grey scale 

images. It is similar to placing watermarks on the image. 

Steganography only hides the information where as 

watermarks becomes part or attribute of the image. This 

ethod is more robust than LSB in terms of some image 

processing like - compression, cropping which makes it 

suitable in lossy JPEG images. Masking images involves 

changing the luminance of the masked area. 
 

Advantages: 

1.) Immune to image manipulation 

2.) Robust technique 
 

Drawbacks: 

This method is mostly used for only 24 bit and grey scale 

images. 
 

D. Parity Checker Method 

In this method, concept of even and odd parity is used. „0‟ 

is inserted at pixel value when it contains odd parity i.e. 

no. of 1‟s in the binary value of pixel must be odd 

similarly, „1‟ is inserted at pixel value if it contains even 

parity i.e. no. of 1‟s in the binary value of the pixel must 

be even. If the corresponding parity does not exist at pixel 

location for 0 or 1 then it is made by adding or subtracting 

1from the pixel value. For retrieval of message, if odd 

parity is present, then „0‟ is the message bit and if even 

parity is present, then „1‟ is the message bit. 
 

 Advantages: 

1.) Increases chances of message insertion. 

2.) Steganalysis is difficult because whole pixel is used 

instead of particular bits as used by LSB method. 

3.) Difference between cover image and stego image is 

difficult to be observed by naked eye. 
 

Drawbacks: 

1.) If intruder changes the LSB, then parity also changes 

and thus the method fails. 

2.) In some situations when odd or even parity not present, 

then it can be made by both +1 or -1. So, it creates 

confusion, which one to choose. 
 

E. Pixel value Differencing (PVD) technique 

In this method, Wu & Tsai selected two consecutive pixels 

for embedding the message. By checking the difference 

between two consecutive pixels ,payload of Wu and Tsai 

method is determined and it serves as basis to find out 

whether the two pixels belongs to an edge area or smooth 

area. If the difference is large, it means pixels belong to an 

edge area and more secret data can be embedded at this 

location. On the other hand, if difference is small, it means 

pixels belong to smooth area and less secret data can be 

embedded at this place. If the original difference value is 

unequal to the secret message, then the two consecutive 

pixels are directly adjusted so that the difference value can 

stand for the secret data. 
 

Advantages: 

1.) Works better than LSB which directly embed secret 

data without considering the difference 

between the two pixels.  

2.) Stego images produced are very much similar to the 

original image. 
 

Drawbacks: 

1.) Considerable stego image distortion can occur when 

the PVD method adjusts the two consecutive pixels in 

order to hide the secret data in the difference value. 

2.) Falling off boundary problem may occur when the two 

consecutive pixels are located in extreme edge or smooth 

areas or when the values of two consecutive pixels 

contrast. 

 
Figure 4 : Existing Technique Bases On LSB Bit 
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III.           PROPOSED MODEL 

A. Prime sequence 

First, we need to find a number n belongs N  such that all 

possible pixel values in the range [0; 2k ¡1] can be 

represented using first n natural numbers in our n-bit 

prime number system, so that we get n virtual bit-planes 

after decomposition. To find the n is quite easy, since we 

see, and we shall prove shortly that, in n-bit Natural 

Number System, all the numbers in the range [0; 

n(n+1)=2] can be represented. So, our job reduces to 

finding an n such that n(n+1) 2 ¸ 2k ¡ 1, i.e., solving the 

following quadratic in-equality n2 + n ¡ 2k+1 + 2  ̧0. 

 
To n-bit numbers (natural number decomposition), n > k, 

marking all the valid representations (as discussed in 

previous section) in our natural number system. For an 8-

bit image the set of all possible pixel-values in the range 

[0; 255] has the corresponding natural number 

decomposition. For k = 8, we get, 

 
Hence, for an 8-bit image, we get 23 (virtual) bit-planes. If 

we recapitulate our earlier result, as we see from the map, 

in case of prime decomposition, it yields much less 

numbers of (virtual)bit planes (namely . Again it is 

noteworthy that the space to store the map is still 

increased. Although this computation of the map (one-

time computation for a fixed value of k) is slightly more 

expensive and takes more space to store in case of our 

natural number decomposition than in case of prime 

decomposition, the first outperforms the later one when 

compared in terms of steganographic efficiency, i.e., in 

terms of embedded image quality, security (since number 

of virtual bit-planes will be more in case of the first) etc, 

as will be explained shortly.  Next, for each pixel of the 

cover image, we choose a (virtual) bit plane, say pth bit-

plane and embed the secret data bit into that particular bit 

plane, by replacing the corresponding bit by the data bit, if 

and only if we find that after embedding the data bit, the 

resulting sequence is a valid representation in n-bit prime 

number system, i.e., exists in the map otherwise discard 

that particular pixel for data hiding.  
 

B. Existing work model 

 

C. Proposed work model 

 
After embedding the secret message bit, we convert the 

resultant sequence in prime number system back to its 

value) and we get our stego-image.  
 

3.4 Simulation work 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 
 

 

 

 

 

 
 

 
 

 
All above figure shows layout of GUI. 
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III. RESULT UNDER TESTING PROCESS 

In testing we takes five cover images and messages to be 

hiding then we notice size of CI,MI and EI the result will 

be shown: 
 CI size MI size CI size 

After 

Extraction 

Decode Result 

 

1 16.5mb 14.1kb 16.5mb No 

change 

100% 

2 2.92 mb 10kb 2.92mb No 

change 

100% 

3 436kb 4.84kb 436kb No 

change 

100% 

4 271kb 11.4kb 271kb No 

change 

100% 

5 1.37 mb 11.4 kb 1.37mb No 

change 

100% 

In our trail we are taking different cover image and 

message image then we noted the size and write in table 

and after process encoding and decoding .That means first 

encode and then decode the cover image and note the size 

of cover image and message image before encoding and 

then single encoded message that comes after the insertion 

of message into cover image. And again note the size of 

pics that comes after the decoding. After evaluation,the 

above table clearly justify our experimental success on the 

basic of above trails. The model is based on prime number 

sequence insertion Which give every effective encoding 

and decoding result as above result comes. 
 

IV. SECURITY AND CONCERN 

There is nothing common in between two numbers rather 

than both of them are odd prime number. If one number is 

known to the adversary, he cannot deduce the other 

number. In case of a 32 bit machine (long integer of 32 

bits), each number can be 32 bits long. If one number is 

fixed, the other number can be any one of 232 possibilities 

and the first number can be one of 232 possibilities. So the 

number of possible alternatives becomes 32*32 = 264. 

Trying possible alternatives are not so easy. Further the 

steganography itself will hide the converted information in 

a secured way so that human eye cannot easily detect it.  
 

In this paper a specific secret-key image based data hiding 

model has been proposed which uses an image as the 

cover data and the secret information is embedded in the 

cover to form the stego image. 
 
 

V. CONCLUSION 

Steganography is the art and science of writing hidden 

messages in such a way that no one, apart from the sender 

and intended recipient, suspects the existence of the 

message, a form of security through obscurity. After 

applying the prime number sequence algorithm we can get 

very good result in loss of degradation of image and better 

security that earlier one. Applying prime sequence 

generator over the algorithm and coding give a very clear 

image of secret image. 

Due to unpredictability of prime sequence of insertion of 

bits it is quite hard to break out the position of bits by any 

introducer. So it has very hard to detect the inserted 

message code from stegno image whatever one can have  

the full idea of amalgamation. Over all we can have very 

good approach to work on steganography.  
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